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CTF — copeBHOBaHMS IO CIIOPTUBHOMY XaKHMHTY WJIM KOMaHAHAs Wrpa, IJIaBHOH ILEJbIO
KOTOpO# sBisiercs 3axBarT «¢uara» y comepHuka. ®opmar Capture the flag moxer
UCIIONIB30BAThC Kak B IEHHTOONE, TaKk M CPeOu POJICBUKOB, M B KOMIBIOTEPHBIX Urpax. B
obnmactu kommbioTepHOW Oe3omacHocTn ectb cBoe mnonstue CTF. Ecre gBa Ttuna
coperoBanuii. [lepsaiii — Attack-Defence — cumraercs kiaccuueckum, MOCKOIBKY HCIIOMB3yET
npasuiia Capture the Flag B uricrom Bune. OcnoBnas unes CTF — uckath ysI3BUMOCTH B CBOEH
CHCTEME M aTaKoBaThb 4ykHe. B craTbe XoueTcs MOAENUTHCS ONBITOM H3Y4EHHs IIPOTOKOJIA
USB u MeTo10B ()OpEeH3UKH Ha ITPUMEPE PELICHHs OJJHOTO U3 33/IaHUi 3TOr0 COPEBHOBAHHSI.
KniodeBble ci10Ba: IpoTOKON, JaMmIl, (pOpeH3HKa, COPEBHOBAHHE, KOMIIBIOTEPHAS
KpUMHHAJIHCTHKA, makeT, USB.

B copeBnoBanusx ¢gopmara CTF (Ha pycckuii mepeBoAMTCS Kak «3axBatT (Quiaray)
ecThb Kareropus 3amanuii 1o QopeHsuke. DopeHsnka, WIM KOMITBIOTEPHAS
KPUMUHAIMCTHKA U3y4daeT HHIIUACHTHI, CBA3aHHbIE C KOMITbIOTepHON nHpopMarueii. B
9TOW KaTeropuy 4acTo MOMAJaroTCs 3a/IaHusl Ha M3y4YeHHE JAMIIOB CETEBBIX ITaKeTOB.
310 MOoXer ObITh MHTEpHET-, OmoTy3-, USB-Tpadduk u 1.1, HE BakHO, anroput™m
MIPUMEPHO OJIFH.

Bo Bpems pemenust omHoro w3 3amanmii SarCtf 2020 mue momancs ain mon
Ha3BanueM usb here.pcapng. Ilo pacmupenuto pcapng MOXKHO TPEIIONOXKHUTh, YTO
ato gamm Tpadduka USB, momyuennsiit ¢ momometo cHupdepa. Oprarmzatopsr CTF
JMOOST TMyTaTh YYaCTHUKOB, MACKHPYs (haiiibl BCEBO3MOXXHBIMU CIIOCOOAMH: MEHSS
pacmmpeHue, mpsvya OIyuH B IPYTOM H TaK Jaee.

Ho ecmu otkpeiTh ¢aiin B mporpamme Wireshark (puc. 1), ctaHOBUTCS SICHO, YTO
3T0 perctButenbHO mami ¢ USB.

Hemnoro o mporokosie USB

[lepBpie TakeTsl — 3TO NAaKETHI-MapKephl, KOTOphIE HACTPAMBAIOT COETUHEHIHE
mexy USB-ycrpoiictBom u koMmiibtoTepoM. [Tocmorpum mpumep SETUP-3anpoca:

bmRequestType — 6utoBoe TmONIE, KOTOPOE COMEPIKUT XapaKTEPUCTHKH 3ampoca
(Puc. 2),
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M usb_herepcapng

©aiin  Pepacrwposanwe [Mpocwotp  3amyck  3axeat Awanus  Cratncraca  Tenepowua  Becnposooli  WcTpymentsi Momouss

| ® REB Res=EFT LS |Eaaadn
10.000.. host 1.7.0 USB 36 GET DESCRIPTOR Request DEVICE
20.000.. 1.7.0 host USB 46 GET DESCRIPTOR Response DEVICE
30.000.. host 1.7.0 USB 36 GET DESCRIPTOR Request CONFIGURATION
— 40.000.. 1.7.0 host USB 87 GET DESCRIPTOR Response CONFIGURATION
50.000.. host 1.7.0 USB 36 SET CONFIGURATION Request
60.000.. 1.7.0 host USB 28 SET CONFIGURATION Response
7 0.000.. host 1.5.0 USB 36 GET DESCRIPTOR Request DEVICE
80.000.. 1.5.0 host USB 46 GET DESCRIPTOR Response DEVICE
90.000.. host 1.5.90 USB 36 GET DESCRIPTOR Request CONFIGURATION
..0.000.. 1.5.0 host USB 1..GET DESCRIPTOR Response CONFIGURATION
..0.000.. host 1.5.0 USB 36 SET CONFIGURATION Request
..0.000.. 1.5.0 host USB 28 SET CONFIGURATION Response
..0.080.. 1.7.1 host USB 35 URB_INTERRUPT in
..0.080.. host 1.7.1 USB 27 URB_INTERRUPT in
L0.712.. 1.7.1 host USB 35 URB INTERRUPT in
Puc. 1.

M VWireshark . Maxer 1 . usb_here.pcapng - o x

[Frame is ignored: False]
[Protocols in frame: usb]

USB URB
v Setup Data
v bmRequestType: 0x80
1... .... = Direction: Device-to-host
.00. .... = Type: Standard (0x0)

...0 0000 = Recipient: Device (@x00)
bRequest: GET DESCRIPTOR (6)
Descriptor Index: 0x00
bDescriptorType: DEVICE (@x01)
Language Id: no language specified (0x0000)
wLength: 18

Puc. 2.

but 7: Hamipaienue nepenaun manueix B DATA da3e:
e (=0T X0CTa K YCTPOUCTBY
e | =0T ycTpoiicTBa K XOCTY
B mone Direction eanHuWIIa, 3HAYXT 3aMTPOC HATIPABISIICS OT YCTPOUCTBA K XOCTY.
burtst 6...5: Tun 3anpoca
e (= crannmaptHsIii 3anpoc USB
e | = craHAapTHBINA 3aIpOC AJIs ONpPEAETIEHHOro Kiacca ycrpoiicts USB
e 2 =T0JB30BaTENbCKUN 3aIPOC
e 3 =3ape3epBUPOBAHO
Type: 0. 3naunT, 310 crangapTHbIA 3amnpoc USB.
butst 4...0: Kyna agpecoBan 3anpoc
e (= ycrpolicTBy
e 1 =wunTepdeiicy
e 2 = KOHEYHOU TOUKE
e 3 =jpyroe
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e 4..31 =3ape3epBUPOBAHO

bRequest — yrukanbHbI K0/ 3ampoca.

3neck: 6 = GET _DESCRIPTOR

Hanee uner none Descriptor.

Descriptor-type: Devise

JeckpunTop ycTpoiCTBa BCerJa OIWH, OH COACPKUT 0a30Byl0 WH(pOpMAIUI0 00
YCTPOMCTBE (KO TPOU3BOIUTEINS, KOJI YCTPOMCTBA, KJIACC YCTPOUCTBA H T. 1.)

Hanee uayT makeTsl in, OTBeYarom[ue 3a Tepenady AaHHbIX. OAuMH Maker — OT
YCTPOICTBA K XOCTYy — II€pENaeT JaHHBIE, BTOPOM — OT XOCTa K YCTPOMCTBY -
noaTBepkaacT noiaydenue ¢ nomoinsto hiaara USBD STATUS SUCCESS (Puc. 3).

Ternepr HEOOXOAMMO Y3HATh THUI YCTPOMCTBA, ¢ KOTOPOro ObUT cHAT mamm. Jlis
sroro HykHOo Haith maker GET DESCRIPTOR RESPONSE, a B HeM CTpoky
idproduct. I moToM ¢ MOMOIILI0 TTOMCKOBUKA OIPEAEIUTh THII YCTPOWUCTBA (MBIIIIb,
KJIaBHATypa, WIK yCTPONUCTBO MaMATH). B Hamiem ciyyae 3T0 KilaBUaTypa.

[Mocne wmem mnone “Leftover Capture Data”. CoOcTBeHHO, 3TO U €CTh
repeaaBaeMble YCTPOICTBOM JIaHHBIE.

M Wireshark - Maxer 13 ush_here.pcapng - o X

Frame 13: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on inte
v USB URB
[Source: 1.7.1]
[Destination: host]
USBPcap pseudoheader length: 27
IRP ID: @xffffobeb476bB8a30
IRP USBD_STATUS: USBD_STATUS_SUCCESS (©x00000000)
URB Function: URB_FUNCTION_BULK_OR_INTERRUPT_TRANSFER (©x0009)
IRP information: @x01, Direction: PDO -> FDO
URB bus id: 1
Device address: 7
Endpoint: @x81, Direction: IN
URB transfer type: URB_INTERRUPT (@x@1)
Packet Data Length: 8
[bInterfaceClass: HID (0x83)]
Leftover Capture Data: 0000000000000000

Puc. 3

[Tynkr “Leftover Capture Data” mpencrapmnsier coboit ctpouky amuHou 8 Oaift. Kon
KHOIKH, HOKATON Ha KIIaBUAType, HaXOAUTCs B 3-M OaiTe.

[lakeTsl ¢ NONE3HBIMH [aHHBIMM HMEIOT IIHMHY 35, 3Hasg 3TO, MOXHO HX
orcopTupoBaTh. lIpocTo KIMKHYB MO 1Hdpe 35 B mMoOOM W3 MAKETOB, Halee -
[IpumennTs, kKak GpuIbTp -> Beibpano (puc. 4).

Temnepr orcranocs u3BiIeYb U pacmwiupoBaTh AaHHbIE. I 3TOr0 KIMKHEM IO
momo “Leftover Capture Data” -> Ilpumenutb, kak Cronbern, a Bce OCTalIbHbBIE
KOJIOHKH HaoOOpOT CKpbIBaeM. BblaensieM TO, 4TO OCTajJoCh W CKONHMpPYeM HX B
TEKCTOBBII JOKYMEHT cap.txt.

IlepBass ¢ynxuuss — capSort. “Leftover Capture Data” 3T0 MHOXECTBO
BOCHMHOANHTHBIX CTPOK, HO M3 BCEeW 3TOW MH(OpMAIUM HaMm HYKEH TONBKO 3-i1 OalT
kaxpoi ctpoku. Ilocne obpaborku cap.txt ¢ momoupio capSort, Bce TpEeTbU OauThl
OyayT 3anucanbl B ciicok keyMass.
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mctnce Tenepowun  Becnposopoii  Mncrpymentsi  Momowys
aamn

Protocol  Length Info

USB 36 GET DESCRIPTOR Request DEVICE

USB 46 GET DESCRIPTOR Response DEVICE

USB 36 GET DESCRIPTOR Request CONFIGURATION
USB 1..GET DESCRIPTOR Response CONFIGURATION
USB 36 SET CONFIGURATION Request

USB 28 SET CONFIGURATION Response

USB |
usB
UsB

3

2

3

usB 2
USB 3 TesmmpossPepeussosn

2

3

2

Mark/Unmark Packet(s) Ctrl+M
Ignore/Unignore Packet(s) Cti+D
VeTamosuts/Oriennrs Mpueasky Mo Bpemenn  Ctrl+T
BpenenHof Caswr.. Carb+ShiftT
Kommerrapun k Nakery. Ctri+AltsC

TpimenTs Kak QunsTp Mpuidenvrs kax Gunetp: framelen == 35

usB
usB
usB

Prepare as Fiker
F BuBparo

o

wnsrp Ananora T

Bragenue [lwanor Lseron

SCTP

and Selected

wor Selected
Chegosars.

Mapauetps: Mpotocona I

Decode A
P 06 ocasom Mo s Hosow Oxre

Puc. 4

and not Selected

or not Selected

Oyukius capRead pacummdpossiBaet keyMass. Paboraer 310 Tak: B ciioBapb codes
3ammcaTh ckaH-koabl it USB-kmaBumatypsel. Jlanee kaxmpiii 6aiiT mpeoOpasyercs B
LeJIoe ASCITUYHOE YHUCIIO C MOMOIIBI0 KoMaHael key=int(i, 16). MoxxHO ObUIO ObI
OCTaBUTH KOJbI MISCTHAJIIATEPUYHBIMU, HO JIMYHO YJOOHEE BCero BUAETh MUGDPHI B
JIECATHYHOM TIpencTaBieHnd. [locie 3Toro wmimem Homep kiaBuim B codes. Ecmu
KIIaBUIIA HAIDIach, 3alichiBaeM ee B cTpoky decrypted. HewsBecTHble KiaBUIIM
0003HaYNM 3Be30049KOi. Pe3ynmbrat paboThl CKpHUNTa, MOKHO BHIECTH HA PHC. 6:

Bl Komangran crpoxa - O ¥

C:\Users\nk\Desktop\SarCtf>python pcapScript.py
lexoaupoBaHo:

TABTABsherlock® john* and henry then visit the hollow in the hope of finding the hound* on the way*
john notices what seems to be flag{like-a-bl@edhéund}TABTAEe

Puc. 6. PegynbTat paboThl cKpHITa

TABTABsherlock* john* and henry then visit the hollow in the hope of finding the
hound* on the way* john notices what seems to be flag{like-a-
b100dhOund}TABTABe

A Bot u (urar: flag{like-a-b100dhOund}.

[Ipumeuanue: Takoil CKpUNT 00padaTHIBAET TOJNBKO OJWHOYHOE HAaXKaTHE KIIABHILL,
TO €cThb, OH He 3ameTuT coueranus Bpoae “SHIFT+OykBa”, HO, kKak BHIHO, 37€Ch
TAKUX U HET.

Takum 00pa3oM, 3HaHHE MPOTOKOJOB MEPEAadd NaHHBIX MOXKET TMPHUTOTUTHCS B
CaMBIX pa3HBIX O0JIACTSX, HAYWHAS C CUCTEMHOTO aMUHUCTPHPOBAHHS W 3aKaHUYHBAS
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¢dopensukoii. Ha nmpumepe 3amanus ¢ CTF, nokazaHo, 4To, ©Mes JIUMIIb JaMIl, MOXXHO
AOCTOBEPHO BOCCTAHOBUTH HepCIlaHHI)Ie/HOHyIICHHI)IC JaHHBIC. 3TO MOIrYyT 6I)ITI>
MOCEIIEHHbIE BeO-CTPaHMIIbI, OTOCIAHHbBIS/3arpy:KeHHbIE MO OJIOTY3 (aiibl, TEKCT,
BBGI{GHHBII‘/'I C KJIaBHUATypbl HJIKM JaXXE€ ABUXCHHA MBIIIA. Bce »to0 MoOxker 6I)ITI)
HCIIOJIB30BaHO, KaK BO 6J13F0, TaK U BO BpCI.
Koxa nporpamMmmsi
import colorama
from colorama import Fore
colorama.init()
keyMass=[]
def capSort(): # CuntsiBaer 3-it 6aiT KaXx 0 CTPOKH
file=open(‘cap.txt','r")
for x in file:
S=x[4:6]
keyMass.append(s)
file.close()
return keyMass
def capRead(): # Pacumdposka
decrypted=""'
codes={2:"",4:"a",5:"b",6:"c",7:"d",8:"e",9:"f", 10:"g", 11:"h", 12:"i", 13:"}",
14:"k", 15:"1", 16:"m", 17:"n", 18:"0", 19:"p", 20:"q", 21:"r", 22:"s", 23:"t", 24:"u",
25:"v", 26:"w", 27:"x", 28:"y", 29:"z", 30:"1", 31:"2", 32:"3", 33:"4", 34:"5", 35:"6",
36:"7", 37:"8", 38:"9", 39:"0", 40:"ENTER", 41:"ESC", 42:"\b", 43:"TAB", 44:" ",
45:"-" 47", 48:"}", 56:"/", 57:"CAPS", 79:"RIGHTARROW",
80:"LEFTAAROW",190:".",188:","}
for i in keyMass:
key = int(i, 16)
if key!=0:
if key in codes:
decrypted=decrypted+codes[key] # FEcim KiIaBuIna HaILIack,
nobasuTh B cTpoky decrypted
else:
decrypted=decrypted+"* "
print(Fore.RED + "JlekogupoBano:")
print(Fore.RED + *'*100)
print(Fore. GREEN + decrypted)
print()
print(Fore.RED + '*'*100)
capSort()
capRead()
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CTF - sports hacking competition or team game, the main purpose of which is to capture the
"flag" from the opponent. The Capture the flag format can be used both in paintball and among
role-playing players, and in computer games. The field of computer security has its own
concept of CTF. There are two types of competitions. The first - Attack-Defense - is considered
as classic because it uses the Capture the Flag rules in its purest form. The main idea of CTF is
to look for vulnerability in its system and attack the other ones. The authors of the article would
like to share the experience of studying the USB protocol and forensic methods on the example
of solving one of the tasks of this competition.

Keywords: protocol, dump, forensics, competition, computer forensics, package, USB.
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